Enabling RackCorp Object
Storage with Veeam Backup 12

For purpose of this guide, we used the latest Veeam patch at time of writing, 12.2, however the same
functionality is exposed on 12.x

Create a Object Storage for direct backups

1. Add the backup repository to Veeam; select OBJECT STORAGE

Backup Infrastructure Q
= Backup Proxies Name 4 Type Host Capacity Path
- Bacip Repostoies £r= Default Backup Repository  Windows ws19-sep-22 1995G8 Ch\Backup
l' Evtemal Repositories [g ncle s3 53-compatible Direct N/A - amazon53y//au-nsw-ledc-nclels3,
-1 Scale-out Repositories )
©n WAN Accelerators Add B : X
ackup Reposito
Service Providers p Rep ry

] SureBod Select the type of backup repository you want to add.
4 'y SureBackup

1 Application Groups

&5, Virtual Labs

+ (£1Mznaged Servers Direct attached storage
[Pl Microsoft Windows = Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
- miovers to run directly on the server, allowing for fastest performance.

Network attached storage

=ale—  Network share on a file server or a NAS device. When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share.

i Deduplicating storage appliance

mm  Dell Data Domain, ExaGrid, Fujitsu ETERNUS CS800, HPE StoreOnce, Infinidat InfiniGuard or Quantum DXi. If you
are unable to meet the requirements of advanced integration via native appliance API, use the network attached
storage option instead.

o, Object storage
BES
W On-prem object storage system of a cloud object storage provider.

2. Select S3 COMAPTIBLE as we will be using the S3 API to connect to the object store



Backup Infrastructure Q Type in an obyect name to search for

Z Backup Proxies Name Type Host Capacity Path
B Bacup Reposiores i Defauit Badup Repository  Windows Ws19-sep-22 199568 CABadup
?"E temal Repasitories E ncle_s3 $3-compatible Direct N/A  amazon$3y/fau-nsw-ledc-nclels3
F4! scale-out Repositories
2 WAN Accelerators . x
i Se— Object Storage
s I:_I‘_'I SureBacup Select the type of object storage you want 10 Use as a backup repository.
2 Application Groups
& Virtual Labs
+ (% Managed Servers o] Veeam Data Cloud Vault
3‘.. Microsoft Windows ::;dal:lgamu;neged. secure cloud object storage from Vieeam. For more information and pricing, please go to
ﬁ | 53 Compatible
Add an on-premises system or a cloud object storage provider.
(% «
B Hyperscalers
ﬁ Add cloud object storage from Amazon 53, Microsoft Azure or Google Cloud Storage.
ﬁ Additional Providers
Q‘ Add object storage from select cloud object storage providers used by a large number of Vieeam customers.
3. Choose S3 Compatible
E;: e IR HU\-'\HP l\‘\-Fvﬂl\Ul, AARLLAA AL I wars J\-P e 1o ool Nl L-‘W\MP
lig ncle 53 53-compatible Direct N/A  amazon53y//au-nsw-ledc-nclel.s3.rackcorp.cc

X

S3 Compatible

Select the type of 53 compatible storage you want to use as a backup repository.

T‘ S3 Compatible
E Add an 53-compatible object storage. We will automatically detect if the object storage system implements
Smart Object Storage API.

Lﬁ\ S3 Compatible with Data Archiving
%

Add an 53-compatible object storage system that implements the archiving extension of the Smart Object
Storage API.

4. Give the object store connection a unique name, For example in this excerise we are connecting
to the RackCorp Object store in Newcastle



up J/3u-NSw-1eqC-
New Object Storage Repository

=~ Type inaname and description for this object storage repository.

rackcorp_object_store_newcastle
Account
Description:
Bucket Created by WS19-SEP-22\Administrator at 5/09/2024 1:44 PM.
Mount Server
Review
Apply
Summary

5. Fill in the Server Details for the object store. Use the server name and endpoints provided to you
via tech support or the RackCorp Portal

Jatible Direct N/A _amazonS3i//au-nsw-ledc-nclels3rackcomcom/dominic-sharoo/Veeam  N/A
New Object Storage Repository X

Specify account to use for connecting to 53 compatible storage system.

Name Service point:
T ‘
Region:
Bucket au-nsw |
Mount Server Credentials:
Select existing or add new credentials Add
Review Y M
Manage cloud accounts
Apply




6. Here we will define credentials to use for the storage. Click Add and fill in credentials that should
give access to the storage system. which are your ACCESS KEY and SECRET

Manage AWS Credentials X
Manage AWS Credentials
Certicate
Eg Use this dialog to centrally manage all public cloud accounts and their passwords.

Accou.. Type T Description Last Edited C Add..
(A AWS 184 days ago —~—

oK. AwS less than a day ago ‘

P o. Aws 184 days ago Remove

0. Aws rackcorp s3 bulk less than a day ago

7. Once added, select the credential as default from the list and hit NEXT.

patible Direct N/A _amazon$3//au-nsw-ledc-nclel.s3 rackcomp.com/dominic-sharoo/Negam N/A
New Object Storage Repository X
Account
i Specify account to use for connecting to 53 compatible storage system.
Name Service point:
https://aurackcorpobjects.com
et
Bucket -a U-nSw
Mount Server Credentials:
Select existing or add new credentials v Add...
Review
14, AHBF2TN3QAWTMWELC2ZX (last edited: 184 days ago)
Apply ‘6{. KISuZéybl OpkuWQjku0l (last edited: less than a day ago)
S QL O3D8TERTGNWGNFGGAGK] (last editect 184 days ago)
194, OGI7T770B5L46W692GDE (rackcorp 53 bulk last editedt less than a day ago) D

8. If the credential is valid, veeam will read back the buckets avalibe to you under your credential



" | Select Bucket X

Buckets:
« (<) Buckets

< sok

= veeamtest2
=) veeamtestbucket

rage

A bucket should have been pre-created for you, select it. Veeam will place its backups
automatically into a SUBFOLDER of the bucket. Eg BUCKETNAME\Veeeam

But feel free to create a subfolder if you wish for Veeam to use

Eg BUCKETNAME\Backups

Select Folder X

Folders:

‘ @ veeamtest2
g demo-5
& dom-test-sep24
g/ test2

l

9. Once you have selected your bucket and folder, it is important to enable IMMUTABLE. The

setting is definable by user but if we are doing a daily backup a 1 day immtuable is fine. Press
NEXT to continue



New Object Storage Repository

Bucket
Specify object storage system bucket to use.

Name Bucket:

Fr veeamtest2 ‘ Browse..
I rolder

Mount Server :demo-S ‘ rowse..

Review [] Limit object storage consumption to: ['0 ey

Apply This is a soft limit to help control your object storage spend. If the limit is exceeded, already running tasks

will be allowed to complete, but no new tasks will be started.

Summary —
Make recent backups immutablefor. |1 31 days

Protects backups from modification or deletion by ransomware, malicious insiders and hackers.

10. We dont need to modify any settings on the mount page, hit NEXT.




ble Direct N/A _amazon$3://au-nsw-ledc-nclels3.rackcorp.com/dominic-sharoo/Veeam  N/A

New Object Storage Repository
Mount Server
i Specify a server to mount backups to when performing advanced restores (file, application item and instant VM recoveries), Instant

recoveries require a write cache folder to store changed disk blocks in.

Name Mount server:
ws19-sep-22 (Backup server) v Add New..
Account
Bucket Instant recovery write cache folder: _
C\ProgramData\Veeam\Backup\IRCache\ Browse..

_ Ensure that the selected volume has sufficient free disk space to store changed disk blocks of instantly
recovered machines. We recommend placing the write cache folder on an 55D drive.

Review :

Enable vPower NFS service on the mount server (recommended) _ Ports...
Apply Unlocks instant recovery of any backup (physical, virtual or cloud) to a VMware vSphere VM. vPower NFS
Summary service is not used for instant recovery to a Microsoft Hyper-V VM.

© Helper appliance has been configured successfully. - Configure...

| <previos [ Net> || fod | Cancel

11. Review your settings here. IF you are aware that you have existing backups in your storage
bucket you can import them here by selecting the option. Hit NEXT.



New Object Storage Repository X

Review
i Please review the settings, and click Apply to continue.
Name The following components will be processed on server ws19-sep-22:
Component name Status
L vPower NFS already exists
Bucket Mount Server already exists
VMware VDDK already exists
Mount Server
Apply
Summary

[[] Search the repository for existing backups and import them automatically

Import guest file system index data to the catalog

<pevious | Appy | fn Cancel

12. The apply page will execute your settings against the server. There should be no errors (red
marks here). When done hit NEXT



New Object Storage Repository

Apply
Please wait while your settings are being saved to the configuration database, and required backup infrastructure objects are created.

Name Message Durat..
) starting infrastructure item update process 0:00:02
L ) Discovering installed packages
Bucket () Registering client ws19-sep-22 for package vPower NFS
() Registering client ws19-sep-22 for package Mount Serv...
Mount Server ) Registering client ws19-sep-22 for package VMware V...
Review ) Discovering installed packages

() All required packages have been successfully installed
IO | © Detecting servr configuration

& Reconfiguring vPower NFS service

(2 Creating configuration database records for installed p..

() Creating database records for object storage repository  0:00:02
V] Object storage repository has been saved successfully

Summary

C<Previous [ Net> | e G

13. On completioin we have the Summary page which should be reviewed.
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tei New Object Storage Repository

Summary

Name

Account
Bucket
Mount Server
Review

Apply

You can copy the configuration information below for future reference.

Summary:

’bbject storage repository was successfully created.
Name: rackcorp_object_store_newcastle
Description: Created by WS19-SEP-22\Administrator at 5/09/2024 1:44 PM,
Type: S3-compatible

(Gateway server: direct connection

Service point: https://au.rackcorpobjects.com
Region: au-nsw

Bucket: veeamtest2

Folder. demo-5

Concurrent tasks limit unlimited

Storage consumption limit unlimited

Recent backups will be immutable for 1 day
Mount server: ws19-sep-22

Helper appliance: ws19-sep-22

Create a Backup Job

We have successfully created the object store, we wll now create a backup job to backup our files

into the object store directly.

choup Infrastructure Q Typein an abiect neme to seoreh for

T Eadup roies Name T Type Host Capacity  Path Free Used Space |
B g eoustones = Default Backup Repository  Windows wildsep 22 93568 C\Backup 12468 08
;“Emmlmu‘e_‘ i nae 53 $3-compatibie Direct /A amazon$3yau-now-ledc-nele] 53 rack {omin am WA 0B ¢
oot & raticom object store ne...  S3-integrated Direct 278 amazonS3/ausackomobjectscom veeamiessl/Veeam 218 0B ¢

3 WAN Accelezators

Here we can see the 'legacy' S3 storage system and our Object Store system (in blue), both use the

S3 APl command set however.

1. Go to the jobs menu and add a new job as illustrated. For this example we are assuming
no existing jobs for the system or backup object store exist.



# 1wy vwa g s

% Jobs
4 [ Last 24 Hours
(3 Success
(% Faileg

2. Make sure to add a descriptive title to the backup job as by default the placeholder names are

vague

manee

Q Type in anobyect name to search for X I Al jobs

Marne T

Type Objacts Status Last Run Last Result
New Agent Backup Job
—n Job Mode
:_.- . Specify protected computer type and backup agent management mode.
[RGB MGG e

e ) Workstation
Computers ® serer
8 Mode () Failover cluster
Storage
= Made:
Guest Processing 8 Managed by backup server
Schedule Veeam backup senver schedules and executies backups on the protectad computers. This mode is recommended
for always-on workloads with 2 permanent connection o the backup server, such as servers or clusters located
Summary in the same data center.
() Managed by agent

Veeam backup server deploys the protection policy 10 all agents, however the job is managed by the agent
itself. This mode is recommended for workstations and servers located in remaote sites with poor connectivity 1o

the main data center.

Next Run



New Agent Backup Job

Job Mode

Computers
Backup Mode
Storage

Guest Processing
Schedule

Summary

#z Type in a name and description for this agent backup job.

Name:

I 0 o s

Description:

Created by WS19-SEP-22\Administrator at 5/09/2024 1:58 PM.

[ High priority
Backup infrastructure resources are offered to high priority jobs first. Use this option for jobs sensitive to the
start time, or jobs with strict RPO requirements.

<previous | MNet> || o Cancel

3. Add the machine DNS name that will be backed up
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Computers

= .
_=,_ Sglect protection groups or individual machipes to back up. Protection groups provide a dynamic selection scope that automatically updates the
- v list of protected machines as new ones are discovered.

Job Mode Protected computers:
Name Type [ k. |

Name
Computers —
Backup Mode
Storage _f_?,d Computer X
Guest Processing Host name or IP address:

ws19-sep-22
Schedule ! p

Credentials:
Summary r——

Manage accounts

[oc ] oo

:<Ere\riom  Next> Einish Cancel

4. On the same window, Press either add or manage accounts. Here you will define access
credentials username/password for the machine that needs to be backed up



o 1 Type Objects Status Last Run Last Result Next Run

New Agent Backup Job

Computers
_= Select protection groups or individual machines to back up. Protection groups provide a dynamic selection scope that automatically updates the
list of protected machines as new ones are discovered.

Job Protected computers:
e Name Type [ Add. |
Name : :
L W |
Credentials X
Backup Mode ‘
Storage me: [Administlatar | Browse.. ]
Guest Processing % [.onuu| @|
Schedule :
S Cﬂeﬂphm B |
Administrator [ Add-
~— »
15—
| Gl
0K Cancel I

5. Return to the Computers window and ensure your desired machines are added successfully and
proceed.



Primary Jobs

24 G obs

4 [ Last 24 Hours
[silm.'tﬁ
[ Failed

Secondary Jobs

Actions
Q Type i an obyect ndme fo seanch for 4 T Al jobs
Name T Type Objects Status Last Run Larst Result Mt Run Tan
New Agent Backup Job X
—n Computers

S Select protection groups of indnadual machines to back up. Protection groups provide a dynamic selection scope that automatically updates the
= v list of protected machines as new ones ane discovered.

Job Mode Pra :

MNarme Type | Add_
Name E wil9-5ep-22 Computer B
Backup Mode
Storage
Guest Processing
Schedule + Up
Summary + [Down

T

‘ m coc

6. Under backup mode, choose your desired backup source. for this example we will be backing up
the C:\PAYLOAD folder so we choose file level backup



Type Objects Status Last Run Last Result Next Run

New Agent Backup Job

Backup Mode
—-— Choose what data you want to back up from selected computers.

-V

Job Mode () Entire computer
Back up entire computer image for fast recovery on any level. Deleted, temporary and page files are
Name automatically excluded from the image to reduce the backup size.
o nclude external USB drives
T () Volume level backup
Objects Back up images of specified volumes, for example only data volumes. Deleted, temporary and page files are
automatically excluded from the image to reduce the backup size.
Storage
Guest Processing ® File level backup (slower)
Back up selected files and directories only. This mode still produces an image-based backup, but only with
Schedule protected file system objects included in the image.

Summary




Type Objects Status Last Run Last Result Next Run
New Agent Backup Job X

. Objects
-— Specify objects you would like to include in the backup.

-V

Job Mode ObjEdS to backup:
. (] Operating system
ame
(] Personal files
Computers Include: Desktop, Documents, Pictures, Video, Music, Favorites, Downloads, Other files and folde | Choose...
Backup Mode 4] The following file system objects: o
Object ( [ g |
| c\payload —
Storage Edit..
Guest Processing Remove
Schedule
Summary
To specifyfile exclusion settings, dlck Advanced  Advanced
<Previous | Net> |t Cancel

7. The next page is the BACKUP REPOSITORY screen. By default it will suggest the repository local
to the backup server itself. n the dropdown box, select the object store we added.
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New Agent Backup Job X

2 Storage
-_,— _ Specify a backup repository to store the backup files produced by the backup job and customize advanced job settings if required.

Job Mode Backup repository: _
Name _rachmlp_objeq,store_lmasue (Created by WS19-SEP-22\Administrator at 5/09/2024 1:44 PM.) B
£ 2T8freeof 2 TB Map backup
Computers o .
Retention policy: 7 5 days v
Backup Mode ' '
Objects (] Keep certain full backups longer for archival purposes Configure...
GFS retention policy is not configured
. (] Canfigure secondary destinations for this job
Guest Processing
Copy backups produced by this job to another backup repository, or tape. We recommend to make at least one
Schedule copy of your backups to a different storage device that is located off-site.
Summary

Advanced job settings include backup mode, compression and deduplication,
block size, notification settings, automated post-job activity and other settings.

Lot B conce

8. Indexing and Malware protection is optional, Select this if you originally had advanced indexing
enaled on the windows machine you will be backing up



New Agent Backup Job X

a Guest Processing

=. . Choose application processing options.
-y
Job Mode Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and configures
Name the OS to perform required application restore steps upon first boot.
Computers Customize application handling options for individual machines and applications Applications..
Backup Mode ] Enable guest file system indexing and malware detection

Indexing enables global file search functionality, automatic detection of suspicious file system activity and known
Objects malware files.

Storage Customize advanced guest file system indexing options for individual machines Indexing..

9. Review your backup schedule opl[tions. Select run automatically to enable a backup schedule .
To preserve bandwidth you can enbale the Terminate Job checkbox to force backups only duing
your defined off peak hours



Iype Unjecs STatus Last Kun L3St Kesult NEeXT Kun

New Agent Backup Job X

—a Schedule
-_ Specify the scheduling options. If you do not set the schedule, the job will need to be controlled manually.

-

-V

Job Mode Run the job automatically
istime:  [10:00 PM | -

Name ® D2y at this time: Everyday | v| [ Days

O Monthly at this time: |10:00 PM - | [Fourth v Saturday v | Months..
Computers '

O Periodically every: 1 v Hours v | Schedule..
Backup Mode —

After this job v

R Automatic retry
Storage Retry failed items processing: 3 5 times
Guest Processing Wait before each retry attempt for: _1[] %{ minutes

Cschequle e
Window...

[ Terminate job outside of the backup window

Summary Prevent long-running or accidentally started job from impacting your production
infrastructure during the busy hours.

< Previous Finish Cancel

10. Review your backup job settings. Within a few minutes the backup should start. You will not see
an progress immediately. To run the first pass of the job without waiting for the schedule select the
Run tis job tickbox



New Agent Backup Job

a Summary
S~ The job's settings have been saved successfully. Click Finish to exit the wizard.

-V

Job Mode Summary:
nfiguration has been successfully saved.
Name Name: folder-backup-to-object-store
Description: Created by WS19-SEP-22\Administrator at 5/09/2024 1:58 PM.
Computers Type: server
Mode: managed by backup server
Backup Mode Protected computers:
) ws19-sep-22
Objects Backup mode: file level backup F
Storage Destination: Veeam backup repository
Target storage: rackcorp_object_store_newcastle
Guest Processing RETEI:IﬁO!'I policy: 7 days . ﬁ_
Application-aware processing is enabled

Schedule Backup is scheduled to run automatically <

GFS retention policy: not set

“—

[ Run the job when | dlick Finish

< Previous

==

11. Once a few minutes have passed, you can monitor the status and statistics of the backup job.

From here on, the backup job will adhere to your defied schedule.
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