Security Token How-To

1. Choose user

Log into the portal using your username and password and navigate to ADMINISTRATION -> MY
DETAILS
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Click on MY DETAILS. The CLIENTS AND USERS PAGE is displayed.

CLIENTS AND USERS

CLIENTS USERS ADD

Click USERS to display the assigned users under your CLIENT (customer) account, and select a
USER to edit

CLIENTS AND USERS

CLIENTS USERS ADD

Showing 110 2 of 2 entrigs

COMPANY NAME USERNAME
EXAMPLE test@example.com
EXAMPLE bruce@example.com

Show 40 entries Previous - Next

2. Find token link
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Note your user details, there should be a SECURITY TOKEN link visible ready to be used for the
first time.

USER DETAILS

UserLogin:  bruce@example.com
CUSTOMER: EXAMPLE

— type your mobile number

(e.g. +51XXXXXXXXX)

Language:  Automatic Detect ~

Security Token: Not configured. Client here to configure

saivs:  ACTIVE v
Timezone:  Australia/Sydney v

change password:  Type your new password; (Leave blank to Ni

retype password:  Retype your new password; (Leave blank to

3. Security token setup

The security token setup window is displayed where you can generate your key to add to your
desired authenticator application.

[
E Security Token Setup

You can use any TOTP enabled token generator with this portal. Some examples of mobile-based
generators are below:

[ Google Authenticator

& Generate TOTP Seed

4. Connect TOTP Seed
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Once the Generate button is pressed, a TOTP Seed key and a Google Authenticator key are
displayed. For convivence, a QR code is generated that can be scanned by an authenticator app.
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By proceeding, you will reset any existing TOTP seed for this
user. Do you wish to proceed?

Cancel

[X]

M
E Security Token Setup

You can use any TOTP enabled token generator with this portal. Some examples of mobile-based
generators are below:

ﬁp [ Google Authenticator

TOTP Seed:655364415533336453586d4c526¢51
For Google Authenticator: MVJWIT2VGMZWIU2YNVGFE3CR

We strongly recommend that a separate physical device such as a phone, tablet or hardware
key be used for multi factor authentication.

Google authenticator for mobile devices can scan the generated QR code using the device camera
to retrieve the token key and setup your authentication.

For desktop authenticators such as a YubiKey hardware key, a screen capture function is available
where it can capture the generated displayed QR code from the screen.
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Otherwise for applications such as WinAuth you will need to copy and paste the URL to the QR code
image or manually input the key code into the authenticator.

Once the key generator window is closed, your keys are no longer accessible using this
function and need to be regenerated and you are returned to your user details.

5. Performance check

Once your authenticator is setup, it is advisable to test it before setting your user preferences to
enforce Two-Factor Authentication on login, should the key be wrong technical support will need to
reset the users access.

Navigate to POWER and click LOGOUT
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LOG OUT

You are returned to the RackCorp portal login at portal.rackcorp.com or your company's white label
link

ADMIN PORTAL LOGIN

Email b @ |
ruce@example.com
address: P

Password: esesecess

Security Token (optional)

At this step, using your new authenticator to generate the Security Token and input it into the field
and login, log back into the portal.
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Should this be successful progress to step 6. otherwise check your authenticator for most current
code or contact RackCorp Technical Support.

6. Configure security token for a user

Should you login successfully after configuring 2FA, The final step to Security Token setup is to
select whether two factor authentication is mandatory required or not on login by selecting
REQUIRED or NOT REQUIRED.

USER DETAILS
User Login: bruce@example.com
CUSTOMER: EXAMPLE
created on: 18/11/2021 22:26:43
last modified on: 18/11/2021 22:26:43
last login: N/A
type your mobile number
Mobile: ypey
(8.9, +B1XOOCOOC)
Language:  Automatic Detect -
security Token: | REQUIRED  |Click here to reset seed.
statuss  ACTIVE v
Timezone:  Australia/Sydney v
change password: ~ Type your new password; (Leave blank to Nt
Retype your new password; (Leave blank to
retype password:
(Leave blank to NOT change)

Perform a final test of your new 2FA settings. As per step 5, log out of the RackCorp Portal and
then login using your newly setup Two Factor Authentication in addition to your username and
password.

You should have be able to login successfully and can continue using our services.
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