HacTtponka L2TP/IPsec ons
VPN KnueHTa

Ona Windows 8, 10, 11

1. OTkponTe MaHenb ynpassieHus (Control panel) Kak Noka3aHO Ha CKPUHLIOTE U KJIMKHUTE Ha
LLeHTp ynpaBneHusa cetamum n obwium poctynom (Network and Sharing center)

@ - 1 @ » Control Panel » All Control Panel ltems »

Adjust your computer’s settings

F

@ AutoPlay

#% Date and Time

@ Devices and Printers
& Family Safety
Folder Options

8 Indexing Options

€$ Language

w¥ Metwork and Sharing Center
Personalization

Programs and Features

M RemoteApp and Desktop Connections
§ Storage Spaces

Taskbar

m VMware Tools

ﬂ Windows Firewall

B4 Add features to Windows 8

E,I_J Color Management
Default Programs
EJ Display
€5y File History
|4 Fonts
Internet Options
Location Settings
= Notification Area lcons

Phone and Modem

@ Recovery
iﬂ Sound

@ Sync Center
Troubleshoaoting

% Windows T File Recovery
@ Windows Update

v O Search Control Panel

View by:  Small icons «

Administrative Tools
Credential Manager
=4 Device Manager

@l Ease of Access Center
Flash Player (32-bit)
) HomeGroup

&2 Keyboard

F Mouse

B Performance Infermation and Tools
3 Power Options

9 Region

@ Speech Recognition
18 System

H} User Accounts

8 Windows Defender

2. B oTKpbIBLLEMCS OKHE HaxMUTe Co3paHMe M HACTPOMKa NoaK4YeHusa unm cetu (Set up a

new connection or network).
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@ > 4t EE <« All Control Panel ltems » Network and Sharing Center v Search Control Panel »
View your basic network information and set up connections
Control Panel Home
View your active networks
Change adapter settings
Change advanced sharing Network 2 Access type: Mo Internet access
settings Public network Connections: @ i
Change vour networking settings
W Setup anew connection or network
. Set up a broadband, dial-up, or YPM connection; or set up a router or access point.
Troubleshoot problems
Diagnose and repair netwerk problems, or get troubleshooting information.
See also
HemeGroup
Internet Options
Windows Firewall

3. B 3TO0M okHe Ha)xxMuTe MopknioyeHme K pabouemy mecty (Connect to a workplace), satem
Ha>XMuTe [anee.


https://wiki.rackcorp.com/uploads/images/gallery/2022-01/M8JrZRrpegssGNXR-image11.png

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

= Set up a new network
=ag Set up a new router or access point.

Mext || Cancel

4. 3pecb BbibepuTe NyHKT Ucnonb3oBaTbh Moe noakiniwvyeHue K MHTtepHeTty (Use my Internet
connection (VPN).
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How do you want to connect?

< Use my Internet connection (WVPN)
Connect using a virtual private network (VPN) connection through the Internet,

T p——

= Dial directly

Connect directly to a phone number without going through the Internet.

A e

5. B nyHkTe Agpec B UHTepHeTe BBeanTe AaHHble, nHTtepdenca ASA's WAN mnan FQDN. Nms

obbeKTa Ha3Ha4YeHUs 3anoJIHUTe NMPON3BOJIbHO, MOXKEeTe OCTaBUTb NpeanoxeHHoe Windows 8
Ha3BaHne. HaxxmuTe Co3paThb.
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Type the Internet address to connect to

Yeour network administrator can give you this address.

Internet address: ‘ 172.16.1.2 |

Destination name: ‘ L2TP VPN| |

[JUse a smart card
Remember my credentials

@ [ Allow other people to use this connection

This optien allows anyone with access to this computer to use this connection.

Create || Cancel

6. Tenepb BoManTe B NyHKT MNaHenb ynpasieHNa 1 Hangnte nognyHKT LLeHTp ynpaBneHus
ceTaMmm u obwum poctynom (Network and Sharing center). CneBa, kak NokasaHo Ha
CKpuHwoTe BbibepnTe MI3MEeHUTb NnapaMeTpbl apganTtepa.

@ - 4 _A‘E < All Control Panel ltems » MNetwork and Sharing Center v Search Control Panel el

View your basic network information and set up connections
Control Panel Home

View your active networks

Change adapter settings

Change advanced sharing Network 2 Access type: Mo Internet access
settings Public network Connections: @ Ethernet

Change your networking settings

W Set up a new connection or network

~ Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

7. B nosBmMBLUENCSA MaHesN WeNKHUTE NpaBo KHONKOW MbiWwK no Bawemy VPN-NogKAOYEHWIO 1K
BblbepuTe NyHKT CBOUCTBA.
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@ - 1 l_.@« Metwork and Internet » MNetwork Connections » w & Search Metwork Connections @
Organize « Start this connection Rename this connection Delete this connection » B - E @
— | Ethemet ‘LI L2TP VPN
. MNetwork 2 Disconnected
vmxnet3 Ethernet Adapter W] G t / Di ¢
Status

Set as Default Connection
Create Copy

Create Shortcut

@ Delete

@ Rename

@ Properties

8. HanaunTte Bknagky besonacHocTb (Security). 1 n3 cnucka Tun VPN BbibepuTe - MNpoToKON
L2TP (Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec)). HaxkmnTe [LOBOMIHUTEJIbHbIE
napameTpsbl (Advanced settings).

General I[)pticns Security | Networking I Sharing

Type of VPN:

| Layer 2 Tunneling Protocol with |Psec (L2TP/IPsec) W
I Advanced settings

Data encryption:

| Require encryption {dizsconnect if server declines) W |

Authentication
() Use Extensible Authentication Protocol (EAF)

Properties

() Bllow these protocols

[] Unencrypted password (PAP)
["]Challenge Handshake Authertication Protocol {CHAF)
[] Microsoft CHAF Version 2 (MS-CHAF v2)

[ Automatically use my Windows logon name and
password (and domain, if any)

[ ok || cance

9. BeeaunTte npeaBapuTesibHbIN K04, YKa3aHHbIM B TYHHenbHoW rpynne DefaultRAGroup, n
HaxxMuTe OK. B 3ToM npumepe C!Sc0@123 ncnonb3yeTcs B Ka4yecTBe npeaBaputTensHoro obuiero
KJo4a.
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LZTP

(®) Use preshared key for authentication
Key: |Cisco@123

_—
() Use certificate for authentication
| Verify the Name and Usage attributes of the server’s certificate

ok || Cancel

10. BuibepuTte MmeToa ayTeHTUDMKaLUN KaK Pa3pewwnTb 3TU NPOTOKOAbI 1 yOeanTech, 4To
TOJIBKO
YcTaHoBuTe hriaxkok Microsoft CHAP Version 2 (MS-CHAP v2) n Haxxmnte OK.

| General I Dptions| Security | Networking I Sharing|
Type of VPN:
| Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec) W |

Data encryption:

| Require encryption (disconnect if server declines) W |

Authentication
() Use Extensible Authertication Protocal (EAF)

Properties

(@) Allow these protocols

[ Unencrypted passward (PAF)
[]Challenge Handshake Authentication Protocal (CHAF)
Microsoft CHAP Version 2 (MS-CHAP v2)

[[] Automatically use my Windows logen name and
password (and domain, if ary)

[ ok || Ccancel

11. B pasgene CereBble nopgknwuyeHua (Network connections) LenkKHMUTe NpaBoO KHOMKOWN
Mbiwn agantep L2TP VPN n BbibepuTe Mopakniountb/OTKAO4YMTbL (Connect/Disconnect).
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! Network Connections - =

:(—:I - T E-' « Metwork and Internet » Metwork Connections » w O Search Metwork Connections 0@
Organize = Start this connection Rename this connection Delete this connection » ﬂ:: A |j (7]
— " Ethernet — L2TP VPN
' t-;,"'_-ﬁ Metwork 2 - ‘--i,_. Mhsconnected
WD 3 et A : W :
W~ wvrmxnet3 Ethernet Adapter @z W Connect / Disconnect
Status

Set as Default Connection
Create Copy

Create Shortcut
'&' Delete
'g' Rename

'ﬁ' Properties

12.MoaBuTcsa 3Ha4YoK ceTen n HaxxmuTe MopknwouuTtbesa (Connect) K L2TP VPN-nogknto4eHuto.

Network Connections Networks
(—) - T t' <« Network and Internet » Network Connections v G
Organize « Start this connection Rename this connection Delete this connection ke ConnECtlonS
= | CEthemet ~  LZTPVPN Network 2 Limited |
'L-..,E- Metwork 2 l"'?'.'- Disconnected ll]::l

@ ymxnet3 Ethernet Adapter @2 WAN Miniport (LZTP)

L2TP VPN ox0

13. BBeauTe y4yeTHble LaHHble nosib3oBaTens u Haxxmute OK.
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Network Authentication

bser name
Password

Domain:

ca ncel
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