YCcTaHOBKa (haepBona
OPNsense 20.x on4
rmbpunaoHoro obasnka
RackCorp

Pe3ome:

HacTpontb OPNsense foCTaTO4YHO MPOCTO, €C/IN Yy BaC €CTb NPAMON AOCTYM K «FOJIOMY XKene3sy»
(bare metal) nnn ectb BUpTYanm3auns paboyero ctona, roe MoOXXHO onpeneanTb BHYTPEHHME
ceTeBble aflanTepbl / CeTU, KOTOPbIe MOXXHO MUCMNOJ1Ib30BaTb 19 YNPaBJeHUsA CO CTOPOHbI
JIOKasiIbHON CeTn.

OfOHakKo, MOCKOJIbKY Mbl HacTpanBaeMcs B rmbpmnagHom nybam4yHom/4acTtHoM obnake, 6e3
HaCTPOWKM TepMuUHana ynpasneHns (BM) B Ton e noaceTun, 4To u ceTb LAN, Mbl HE CMOXXEM
ynpaBnaTb U HacTpanBaTb OPNsense, NocKosbKy 3abnoknpoBaHHbIM nHTepgenc WAN sasnseTcs
eIVHCTBEHHbIM OTKPbITbIM 419 "BHewHero mmpa". KpoMe Toro, orpaHu4yeHHas KoHpurypaums
npenocTaBsfeTCs Yepes ero wessa.

Mbl XOTUM, 4YTOObI HEKOTOpPbIE YNpaBAstoLMe MopThbl (40JXKHBIM 06pa30M 3alUULLEHHbIE) OblN
NOCTYMHbI Ana HTepHeTa.

Ons Hawero rubpmnaHoro obnaka Mbl NOMeHAeM MecTaMu NyBANYHbIA U YaCTHbIN NHTepdenCobl B
OPNsense.

STO NPOTMBOMOJIOXKHO OXKUAaeMOMy MpoLeccy YyCTaHOBKWU. Mbl fefaeM 3TO, MOTOMY 4TO
nHTepdenc LAN nmeeT npefyCTaHOBJIEHHOE NPaBUJIO «pPa3peLllnTb BCE», KOTOPOE MNo3BOIAEeT HaM
BXOANTb B NOpTaa ynpaBieHUs.

OTO NO3BOJIUT HaM JIerko HaCTPOUTb CUCTEMY yaasieHHO Yepe3 Beb-bpay3ep, a 3aTeM Mbl CHOBa
N3MEHMM HaCTPOMKKM Ha obwenocTynHbin IP-agpec Ha nHtepdgence WAN 1 YacTHbIN IP-agpec Ha
nHTepgencax LAN.

O6uwme waru no 3anycky OPNsense 20 Ha RackCorp Hybrid 3akito4atloTcsa B cieayoleM:




YcTtaHoBUTL ISO

OpraHmn3oBaTb OoCcTyn K Beb-nHTepdency (Web GUI)

Co3paTb npaBuao gnsa gaepsosa Ha nHTepgence WAN onga yaaneHHoro yrnpasieHns

MepeHa3Ha4YNTb/MOMEHATb MecTaMu nHTepdencel LAN/WAN

O6bHoBUTL IP-agpec ana nutepgencos LAN/WAN

IP-agpec WAN, BKJ/IIOYEHHbIV B 3TO PYKOBOACTBO, MPUBEOEH TOJIbKO 414 NpuMepa.
lMo>xanyncTa, 3aMeHUTE ero Ha TOT, KOTOpbIN Bam npenoctaBuan cotpyaHmkm RackCorp

Starting DHCPv4 service...done.

You can now access the web GUI by opening
the following URL in your web browser:

http:/710.0.0.1
=xx [(FNsense.localdomain: OPNsense 20.1.6 (amd64-0pen33L) =xx

LAN (vtnetd) > vl 10.0.0.1-24
WAN (utnetl) -» v4/DHCP4: 116.206.80.210-24

35H: 3HAZ56 =ALNA9q]9chUgK@o@eT jHoYrWI IVUbDZhEf mbzYJNOPE (ECDSA)
35H: 3HAZ56 ONKEgHOnGIkyarnGeSUgI196uIi+2qYD2vc] jDE=(3nY (EDZ5519)
33H: 3HAZ56 m1KHCBMbLDOB jgld1faLlCf S pHndzL1X5GEB7?Cp-dqopl (RSA)

@) Logout ?) Ping host

1) Assign interfaces 8) Shell

Z) Set interface IF address 9) pfTop

3) Reset the root password 10) Firewall log

4) Reszet to factory defaults 11) Reload all services
Power off system 12) Update from console
Reboot system 13) Restore a backup

Enter an option: [

1. YcTaHoOBUTL ISO

OPNsense Ha3Ha4aeT CBOWU UHTepdencol ceTteBbiM agantepam (NIC) B ToM nopsagke, B KOTOPOM
OHUM Ha3Ha4eHbl Ha nopTafne RackCorp, Ha4ynHaga ¢ uHTepdenca LAN.
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NTak, naBante «noMeHsAeM MecTaMmn» nHTepdencsbl, 4Tobbl Mbl MOrIM BONTU Ha BEB-CTpaHMLY

yrnpaBJsieHus:

1. HayHnTe co cneaytouwen koHgpurypauum noptana RackCorp n OPNsense Ha Ballen

BUpTYanbHoM MawwmnHe RackCorp:

RackCorp VvNIC ID

RackCorp vNIC IP VLAN OPNsense
Label Interface
NIC 1 Public 116.206.80.210 /27 <your assigned LAN (vtnetO)
VLAN>
Public VLAN1 for
Demo
NIC 2 Private 10.0.0.1 /24 <your assigned WAN (vtnetl)

VLAN> Public
VLAN1 for Demo

Korga KoHurypaumns sepHa, Ha nopTtane Rackcorp 3aropuTcs 3eseHbln CBET.

e He 3abynbTe nobasutb cetn VLAN

e [1Na geMoHcTpauum Mbl octaBuam metkm vVNIC no ymondanuto. Ecam metkm vNIC cbuBatoT

C TOJIKY, Bbl MOXeTe onpefesinTb UX Ha OCHOBE MHTepdenca, HanpuMmep YacTHbIN nan
00LLenoCTYMHbINM B coMeTaHnn ¢ koHuoMm MAC-agpeca VNIC, Hanpumep 33 nnn 34.

2. CnepynTte MHCTPYKLMAM NO 3arpy3ke n yctaHoBke opnsense 20.x, ncnonb3ys gann obpasa ISO.
2.1 CmoHTUpynTe 1ISO-06pa3 yctaHoBwMKa OPNsense Ha nopTane RackCorp, a 3aTeM 3arpy3unTte

BUPTYaJIbHYO MaLUUHY.

SUMMARY CONTROL STORAGE NETWORK VIRTUAL CONSOLE BACKUPS MEDIA INSTALL DISK STATS

NOTE: Depending on the option chosen befow, you could end up destroying ALL data on your virtual server. Please make sure that you have

& Your server must be running to mount any media or change boot settings.

2.2 )XnBas cpefa 3arpy»xaetcsa npu Heobsi3aTeNbHON YCTaHOBKE.

CPU STATS

definetely selected the CORRECT server. If you are unsure what you are doing, please submit a support ticket first. If a media is bootable, it will be
set as the boot device upon restart.

BOOT DEVICE | (defauit-C) v | CHANGE BOOT DEVICE »
VIRTUAL MEDIA | Hisense, 0.2 = | MOUNTMEDIA >
tTu upload custom 150s, please create a sL.pi.'.'o't ticket with the UﬁL]
FLOPFY MEDIA | Windows VIRTIO Drivers Floppy (Jun 2011) - MOUNT MEDIA

MEM STAT
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He 3anyckanTe Ha3Ha4eHue nHTepdenca BO BpeEMS 3arpys3ku, ecan Bbl cobnpaetech
yCTaHOBUTb Ha HD.

Starting PFLOG.. .done.

Suncing OpenUPN settings...done.
Starting NTP =ervice...deferred.
Starting Unbound DNS...done.
Generating RRD graphs...done.
Configuring system logging...done.
»»» Invoking start script ‘newwanip’
»>>» Invoking start script ’freebsd’
»»» Invoking start script ’‘carp’
»>>» Invoking start script 'cron’
Starting Cron: OK

»>>>» Invoking start script ’beep’
Root file system: sdevr/gptrrootfs
Fri May 15 01:42:31 UTC 2020

=xx [PNsense.localdomain: OPNsensze 20.1 (amd64-0penSSL) sess
LAN (winetd) -» vi: 192.168.1.1-24

HTTPS: SHAZ5%6 D8 Fa 8E 37 F2 3B BB 0D 14 F1 F5 A6 D5 CF DA 99
4F AE 93 84 93 DD 4B F9 70 B? 6F 41 33 88 FC ZB

FreeB5D-samdb4d (0OPNsense.localdomain) (ttywd)

login: [}

2.3 lNMocne 3alrpy3knm yCtaHoBuUTE CUCTEMY Ha OUNCK, NCMNOJIb3yA cieaytoumne y4eTHble JaHHbIE!

Login: installer
password: opnsense

Cnenymnte MHCTPYKLMUAM MO YCTAHOBKE Ha XXECTKUN AMNCK. 3HAYEeHUs N0 yMOJIYaHUIO MOAXOAAT ASS
YCTAHOBKW Ha 0AUH AUCK. [locne 3aBepLleHns cnenynte NHCTPYKLUUSM, YToObl mepe3arpy3mnTb
yCTaHoOBKY opnsense n M3BJIEYBTE ISO-06pa3 ¢ nopTana RackCorp.
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F10=Refre=zh Display

PREEEPEEEEEEERRRRRRRRRRPRREREE
PREPRFEEEEEEE
PREREE
Welcome to the OPNsense 20.1 installer? PERRE

FEEFERERERRE
Before we begin, you will be asked a Py
few gquestions =0 that this installation cecccccccce
environment can be =et wup to suit your AR R
needs. FEEFERERERRE

PREEE
You will then be preszented a menu of PREEE
items from which you may =select to PRRPRRPEEREREE
install a new system, with or without PRPRRREEREE
importing a previous configuration.

< Dk, let’'s go. >

et up the installation environment and continue

2. OpraHun3oBaTb 40CTyn K Beb-uHTepdency (Web GUI)

3. Nocne ycTtaHoBkK, Opnsense 3arpy3nTcsa B MEHIO KOHCOJIM, KOTOpas MMeeT BCTPOEHHbIN MacTep
ycTaHoBKK. OH rMoMoraeT noJib30BaTesto HaCTPOUTbL CBOK ceTeBYo KapTy LAN, ceTeBylo KapTy
WAN, ntobyto TpeETUYHYIO CETEBYIO KapTy, HanpuMmep DMZ nnn ynpaBasoLlyo CETEBYIO KapTy, a
Tak>Xe agpecauyuto IPv4 / 6 n DHCP.

3.1 YCTAHOBUTE IP-MUHTEP®EWUC nns WAN
Bbibepnte NONE, 5TO 04NCTUT UHTEPAENC U MO3BOJINT HAM NEPEHA3HAYUTb.

3.2 YCTAHOBUTE IP-MHTEP®EWUC nns LAN
BbibepunTte 116.206.80.210/27 corsacHo Tabnuue.

MoCcKoIbKY B 3TOM NpumMepe ncnonbilyetcs 27-buTHasa noaceTb, HalWw W03 - .193, Haw
MaKCMMalbHbIN XOCT - .223.

Ona DNS ncnonb3syinte RackCorp NS1 110.232.116.249 vnn Google DNS 8.8.8.8
Interface LAN
DHCP No

New LAN IP 116.206.80.210
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Subnet 27

Gateway 116.206.80.193
Gateway as name server No

IPv4 Name server 8.8.88

IPv6 LAN Interface via WAN Tracking: No

IPv6 LAN Interface via DHCP: No

IPv6 Address: <enter> for none
LAN DHCP Server: n

HTTP fallback for web GUI n

4. NMocne BBoAa IP-agpeca LAN Bbl cMOXeTe Mosy4YnTb AOCTYMN 4Yepe3 Beb-6pay3ep. Bol yBnante
BBOZHbIN MacTep YCTaHOBKMN, HO He 3abyabTe NponyCTUTb CTpaHuuy HacTponku WAN. Tcnonb3ys
y4YeTHble JaHHble, BonanTe Ha Beb-cTpaHnuy OPNsense. LLlenkHUTe norotun BBepxy cnesa, 4Tobbl
NponyCcTUTb MacTep HaCTPONKMN.

Mocne Toro, Kak Mbl BOWAK Ha CTpaHuLy ynpaeneHus OPNsense, 3To nogTBep>XAeHWEe TOro, 4To
Mbl MO>KEM MOJIy4MTb AOCTYM K CUCTEME.

2 Lobby
Dashboard & Lobby: Dashboard Q Addwidgst | 2columns -
License =
e it ;- il -
Pamird a, System Information x Services 4 x
Name OPfisenselocsldomain Service Description Status
Logout =
versions configd System Configuration Dagmon zm
W Reporting
& vt togin Users and Groups [
& interfaces Updates ntod Network Time Daemon =
& Firavall CPUType Intel(R) Xeon(R] Gold 6248R CPU @ 3.00GHz (2 cores) apenssh Secure Shell Daemon z
@ VPN CPU usage 100 o Packet Filter c
o —
& Services syslog-ng Remote Syslog z
Load average 0.30,0.00,0.08
& Fower syslogd Local Syslog o
Uptime so:01:02
© welp o P =
Current date/iime Thu May 14 £:44:30 UTC 2020 e Szl L
Last config change Thu May 14 218135 UTC 2020
z Gateways P
State table size 0% 52/201000
Name RTT RTTd Loss Status
MBUF Usage 0% (1016/125458)
w_Lan
Memory usage [ | 11620680193
Diskusage =
interfaces s -x

LAN Ethernet 10Ghase-T <full-duplex- 116.206.30.210

3. Co3paTb npasunno onsa paepsona Ha nHtepdence WAN onsa

yIAasIeHHOr O YNpaBJ/IeHS
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5. No6aBbTe NceBAOHUM 1A onpenesieHns nopToB yrnpasneHnsa. bpangmaysp (Firewall)->
MceBpoHumbl (Aliases). B 3Tom npumepe Mbl ucnosb3lyem nopTel 80, 443, 8080.
[CoxpaHuTb]. [MpuMeHunTsb]

Hsense.localdomain

Firewall: Aliases

Aliases | GeolP settings

Q | Searc Filter type - O 1. iE-

Alizses =
Rules ” Enabled  Name Type Description Content Commands
o = & wanmgmt Fort(s) WAN access - default ports 14/5 50,8080,443 s DE
Shaper T + @
Groups & oo
virtual IPs (=]

- Showing 1101 of 1 entries
Settings -
LogFiles @
Diagnostics [+]

-

6. JobaBbTe npasuno nepeagpecaunn nopta WAN B Firewall -> Rules -> WAN.

Protocol: TCP

Source Port: Any

Destination port range Start: <Your alias name> Scroll UP in the list to find it.
Destination port range End: <Your alias name> Scroll UP in the list to find it.
Log Packets: Enabled

[Savel. [Applyl.
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Firewall: Rules: WAN

B System
Lalit Fireveall rate
ik Interfaces
& Frevall Eaction
LS [ ]
Rules w @ Disabled Désable this rule
Flngting ¥ Guick * Apply thi acthss imimediabaly on match.
perlacs .
WK e WA
HAT =
€ Direction
Shaps T
Group & OTCRIF arsan
rbual P o
Settings ol W Proincol
Liosg Fi Ll
CRagmoatic L+ ] o "
@ v @ Zour
O Service:
& o
8 hep Acvancad
€ Destiratio
LU i
[:] bin oo F - tee
anmg mi
uog ) Logg pachets that are handied by this role
D Catagery

4. lNepeHa3Ha4YnTb/MoOMeHATb MecTaMun nHTepdgencol LAN/WAN

7. NuTepdeicol (Interfaces)-> HasHayeHus (Assignments). CpaBHUTe HAaCTPOMNKIN 34eCb C
OaHHbIMK Ha nopTane Rackcorp.

Ha oaHHbIN MOMEHT Mbl AO0/KHbI HaxoanTcs: LAN-uHTepdenc ¢ nybanyHbsim IP-agpecom,
ycTaHoBneHHbIM B OPNsense, 1 WAN-uHTepgenc 6e3 WAN-IP (a LAN Interface with public IP set in
OPNsense and WAN interface with no WAN IP set).

MockonbKy Haw Port Forward, KOTopbIf MO3BO/INT HaM NOJIYYUTb OOCTYN K MHTepdency
yrnpaB/ieHUs U3BHe, Ternepb onpeneneH, Mbl MOXXEM NOMEHATb MecTaMn nHTepgencol. Bam
HeobxoanmMo NMoMeHATb MecTamum oba nHTepdenca Ha nopTtasne OPNsense .

7.1 Ha nopTtane OPNense (UHTepdencol (Interfaces)-> HasHaueHusa (Assignments))
rMoMeHsANnTe MecTaMun HaCTPOWMKN

(LAN) -> VTNET1 RackCorp NIC 2

(WAN) -> VTNETO RackCorp NIC 1
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O Lobby
Interfaces: Assignments|

s Reparting
B System
Interface Metwork port
& Interfaces
[LAM] ih LA S vtnatd (S0c02:02:00:53:33) -
[WAN] e
M vinetl (400020 E3 34 -

L

AsSsignments

Overview

Settings of

[SAVE]

5. O6HoBUTL IP-agpec ona nHtepgpencos LAN/WAN

8. Mocne Toro, Kak Bbl MOMeHAIN MecTamn NopTel, OPNense moxeT 3abbiTh 06 IP-noaceTax, u HaM
HY>XHO MOBTOPHO BBECTU UX B KOHCOJIU.

MoBTopHO BBegUTE IP / moaceTun, ncnosb3ysa onuuto 2. Yganute ux, ecam Heobxoammo, C NMOMOLLbIO
<ENTER NONE>.

Interface LAN
Configure via DHCP No

New LAN IP 10.0.0.1
Subnet 24

Gateway <enter> for none
IPv6 LAN Interface via WAN Tracking: N

IPv6 LAN Interface via DHCP6: N

IPv6 Address: <enter for none
LAN DHCP Server: Y

SDHCP End Address: 10.0.0.20
Revert to HTTP as web GUI protocol N

Interface WAN
Configure via DHCP N

New WAN IP 116.206.80.210
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Subnet 27

Gateway 116.206.0.193
Gateway as name server no

IPv4 Name server 8.8.8.8

IPv6é WAN Interface via DHCP6: N

IPv6 Address: <enter> for none
Revert to HTTP as web GUI protocol N

> 10.0.0.1

Subnet masks are entered as bit counts (like CIDR notation).
e.q. 255.255.255.0 24

255.255.0.0 16

255.0.0.0 8

Enter the new LAN IPv4 subnet bit count (1 to 32):
> 24

For a WAN, enter the new LAN IPv4 upstream gateway address.
For a LAN, press <{ENTER> for none:
>

Configure IPvb address LAN interface wvia WAN tracking? [Y-nl n
Configure IPvb address LAN interface wia DHCP&? [y~-N1 n

Enter the new LAN IPvE6 address. Press <{ENTER> for none:
>

Do you want to enable the DHCP server on LAN? [y~rsN] y

Enter the start address of the IPvd client address range: 10.0.0.10
Enter the end address of the IPv4 client address range: |j

9. Nocne nameHeHus knayer LAN n WAN Bbl CMOXXeTe BOWTW B nopTas ynpassaeHns OPNsense
yepes ero agpec WAN, a nHamkatopsbl coctosaHns RackCorp VNIC 3aropaTcs 3e/ieHbIM.
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NETWORK INTERFACES

. Ulplink Port:
NIC 1 Port Speed: 20Mbit vians 1{PUBLIC) Uplink Device: (irtual) edit nig
(virtual)
® Upilink Port:
NIC 2 Port Speed: 20Mbit vianes: 1{PUBLIC) Uplink Device: (virtual) edit nig
(virtual)

Q

ADD NIC

IP ADDRESSES

L
IP Address: 11620680210 (NIC 1) (primary IFP address)

@
IP Address: 10.0.01 (NIC 2) (primary |IP address)

Q

ADD IP Address

% Dashboard | Lobby | OPNsense X

¢ o © & 116.206.80.210/index.php - @ % ‘ n @ & =
O Lobby
Dashboard i) LObby: Dashboard © Add widget 2columns ¥
License ey
Password a System Information & - x Services # = %
" q . Name OPNsense.localdomain Service Description Status
ogou
i Report Versions OPNsense 20.1.6-amd64 configd System Configuration Daemaon AN |
sportng FreeBSD 11.2-RELEASE-p19-HBSD
= System OpenssL 1.1.1g 21 Apr 2020 dhcpd DHCPy4 Server o m
& Interfaces Updates Click to check for updates. login Users and Groups <
# Firewall CPU Type Intel(R) Xeon(R) Gold 6248R CPU @ 3.00GHz (2 cores) ntpd Network Time Daemon AN |
@ VPN CPU usage &y openssh Secure Shell Daemon o n
0
£ Services pf Packet Filter fo]
Load average 0.18,0.30,0.22
& Power syslog-ng Remote Syslog o
Uptime 00:15:38
& Help syslogd Local Syslog o nm
Current date/time Thu May 14 10:01:04 UTC 2020
Last config change Thu May 14 8:58:00 UTC 2020 (T UsteamiIGE 2.
State table size 09% ( 14/201000)
Gateways # = %
MBUF Usage | 1% (2026/125456 ) Name RTT — Loss status
Memory usage [ ] 12% (254/2011 MB ) o~ B B B
Disk usage [ | 8% / [ufs] (1.3G/186) 116.206,80.193
WAN_DHCP - - -~
10.61.25.1
Interfaces #F - x
LAN Ethernet 10Gbase-T <full- 10.0.0.1
duplex>
WAN Ethernet 10Gbase-T <full- 116.206.80.210
duplex=
OPNsense {c) 2014-2020 Deciso BV,

10. CnepynTe pganee and gajbHenwen HaCTPOMNKM Mo Mepe HeobXoaAMMOCTN.
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11. Ecnv y Bac BO3HMKAN Npobnemsbl ¢ 3Ton npouenypon, Boibepute (4) Reset Factory Settings
B MeHIo KoHcoan. OPNsense nepesarpy3nTcs, a 3aTeM BbIKJYNTCA. [Nepe3arpy3nTe BUpTYasibHYO
MawwunHy n3 RackCorp n nostopute nonbiTKy. NMepesarpyska Bcex CEpBUCOB TOXKe MOXeT
NOMOYb.

starting DHCPv4 serwvice...done.
Starting Unbound DNS...done.
Setting up gateway monitors...done.
Configuring firewall

Starting PFLOG...done.

Starting DHCPwv4 serwvice...done.

=#x% [PNzensze.localdomain: OPNsense Z20.1 (amd64-0penSSL) ===

LaN (utnetl) -> vl 10.0.0.1-24
WAN (vinet®) -» vwi: 116.206.80.210-27

HTTPS: 3HAZ56 Ea 6C C? 4F Al 4E CE 5D E4 ZF ZF Fa 80 52 Z1 DB
E? AY 50 1a 6B 18 27 F1 9C 77 YE ¥9 5D 78 3E b2

0) Logout 7?) Ping host

1) Assign interfaces 81 Shell

2) Set interface IP address 9) pfTop

3) Reset the root password 10) Firewall log

4) Reset to factory defaults 11) Reload all services
5) Power off system 12) Update from console
6) Reboot system 131 Restore a backup

Enter an option: [

OONOJIHUTEJIbHBIE HACTPOWKW

Mocne Toro, Kak Balla 6a3oBas yCTaHOBKa byaeT 3anylieHa, ee MoXXHO byaeT AoNoNHUTENbHO
HACTPOUTb B COOTBETCTBUM C BalMMnN TpeboBaHUAMN.

O3HaKOMbTECb C NOAUTUKON 6e30NacHOCTY Baller KOMMNaHUM a UMEHHO, 0 TOM, Kak obpallaTbcs C
ynpaBaeHnem ycTponcteom (appliance management).

Tak>xxe gn4 pa3MbilLIeHNA, MHOITMEe N3 KOTOPbIX ABNAKOTCA NYyHWNMUN OTpacieBbiIMU NMPaKTUKaMN.

e PaccmoTpeHue Bonpoca o gobasneHnn cetn ynpasaeHUs Uam 04HON NN HECKOJTbKNX
cetenn DMZ Kk haepBosly ona LOMOSIHUTENbHOW (PYHKLNOHANBHOCTH

e Nicnonb3ynte yHkumio VPN ona Bxoda B CUCTEMY ynpaBsaeHUsa BMecTo noptos HTTP /S

e Nicmonb3ynte dyHkumm VPN 0nsa yoasneHHbIX COTPYOHMKOB, 4TOObl MMeTb OOCTYyN K
KOPMNopaTVBHOMY KOHTEHTY

e Ecnim nopTel HTTP / S TpebytoTca ang ynpasnenunsa yepes WAN / IHTepHET, paccMoTpuTe
BO3MOXXHOCTb U3MEHEHNSA HOMEPOB NOPTOB U / NN BHeceHns B benbin cnncok OPNSense
IP / URL onsa onpeneneHHbIX aBTOPU30BaHHbIX CUCTEM yrnpaB/ieHus

e [py HEOBXOAMMOCTN HACTPONTE N NPOTECTUPYNTE AOCTYN No SSH ¢ moMoLlbio
pa3pelleHHoro cn1ucka, HTepdenca ynpaenaeHus nnm VPN-TyHHens
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e YCTaHOBUTE OOMOJIHUTENIbHbIE NarnHbl, Takne Kak Wireguard VPN nnan gpyrune yTuanThl,
yepes CTpaHuLy NaarnHoB, 4Tobbl paclmpnTb PYHKLMOHANIBHOCTL (haepBoa
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