
Natively, the web-based access supports 2-factor authentication using a variety of technologies
including TOTP Applications such as Google Auth, as well as Yubikey.

Google Auth is easy to use and setup within the UMS:

Once setup within the UMS, the user can scan the QR Code with their phone using the mobile
Google Authenticator app and a new rotating code is automatically setup for the user account.

Authentication 2FA

Google Authentication Instructions

https://wiki.rackcorp.com/uploads/images/gallery/2022-10/sZEallVTxEHBd4Ld-kg-2af.PNG


Upon next login to the UMS, the user is presented with two factor challenge screen after they enter
their username and password.
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